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1. Introduction  
 

 

1.1 About the Document  
 

This document is an administrator (Admin) user guide prepared to explain the functions of the 

menus located in the management interface of the FolSec security and audit platform. 

 

1.2 Target Audience  
 

This guide is prepared for system administrators, information security analysts, and IT 

operations teams. To use the content effectively, basic knowledge of Windows Server and 

network management is expected. 

 

1.3 Scope  
 

Within the scope of this document, all menus located in the FolSec interface and the intended 

use of these menus are discussed in detail. 
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2. Permission Perspective  

This screen is the interface of the first Perspective of FolSec, where we obtain entry 

information regarding Permissions on the managed File Server. 

 

 File Server Count: Represents the number of File Servers managed in FolSec. 

 Shared Folders: Represents the total number of shared folders on the managed File 
Server. 

 Users  & Group:  Represents the number of users and groups assigned permissions 

to shared folders. 

 Task Status: Represents the number of successful, running, and failed tasks in FolSec 
today. 

 Last  Folder  Security  Changes:  Represents the number of folders with the most recent 

permission changes. 

 Everyone Reports: Represents how many folders the Everyone group has rights to. 

 Last Permission Changes: Represents the count of recent permission changes. 

 Last User Changes: Represents how many user permissions were changed most 
recently. 

 Top 5 Permission Users: Represents the top 5 user and group names with the most 

rights on the File Server. 

 Pending Permission Requests: Represents the number of pending permission 
requests. 
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2.1 Folder Perspective  
 

: Watch  

 

The screen where folder permissions are reported and managed. 

 

 Search Path: Path search filter. 

 Users & Group: Shows which users and groups have permissions on the folder. 

 Access: Shows permissions. 

 Inherited: Shows whether permissions on this folder are inherited from the parent 
folder. 

 Applies To: Shows where the permission applies. 

 Actions:  Allows taking actions related to permissions. Permission changes can be 
made. 
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2.1.1 Add  Permission  

Used to grant permission to at least one user or group. 

 
 

 Schedule: Used to grant permission for a future date. 

 Set Period: Used to grant temporary permission. 

 Override Inheritance: Used to grant permission to subfolders where inheritance is 
disabled. 

 Cascade  Permission:  Used to grant permission from bottom to top; grants "List" 

rights to upper folders. 
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2.1.2 Path Report  

Used to generate a permission report for selected folders. 

 

 

 Schedule: Used to receive the report regularly via email at a specified period. 

 Permission owner username to exclude from report: Used to exclude a user or 

group from the report. 

 Send Email: Used to email the report. 

 Download: Used to download the report. 

 Save: Saves the scheduled report.
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2.1.3 Impact  Analysis  

A report containing the count and size of files in the scanned folder. 

 
 

 Send Email: Used to email the report. 

 Download: Used to download the report. 

 

2.1.4 Enable Inheritance  

Used to enable or disable folder inheritance. 
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NOTE: If both checkboxes are checked, the owner changes for all files and folders at all depths 

under the selected folder. 

2.1.5 Remove Selected Permissions  

Used to remove selected permissions. 

 
 

 Ignore Inheritance: Used to remove the selected permission from subfolders where 

inheritance is disabled. 

 

2.1.6 Change Owner  

Used to change the owner of the selected folder. 

 
 

Apply  to  sub  folders:  Changes the owner of subfolders under the selected folder. 

Apply  to sub  files:  Changes the owner of files inside the selected folder. 

 

https://folsec.com/
mailto:support@folsec.com


12 
https://folsec.com | support@folsec.com 

 

2.1.7 Convert to Group  

Used to group individual permissions that have the same rights. 

 
 

 Group Name: Used to provide a Group Name. 

 Remove grouped permissions: Removes the selected individual permissions. 

 Applies To: Shows where the permission applies. 

 

 

2.1.8 Folder Permission Manager  

The permission manager role is assigned to the selected user, allowing units to 

manage their own folders. 
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2.2 User Perspective   

 

: Watch  

Used to list which access permissions users have in which directories after permission 

scans. It provides user-based authority visibility, allowing reporting and taking actions 

regarding authorities. 

 

 File Server: Lists permissions on the selected file server. 

 Fetch Users From: Used to list the desired permissions. 

 User: Used to list permissions of selected users and take action. 

 Depth: Used to list depth. 

 Permission Owner: Used to list the permission owner. 

 Path: Used to list permissions on the relevant path. 

 Search Type: Used for listing. 

 Inherited: Used to show whether the permission is inherited from above. 

 Access: Used to list the permission type. 

 Export: Used to get a report. 
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2.2.1 Bulk Permission Change  

Used to mass change access permissions belonging to multiple users. When the Actions / 

Permission Change button is clicked without selecting any user in the User filter, the Bulk 

Permission Change feature becomes active. This allows permission changes to be carried 

out centrally and quickly. 

 

Source Rights: Select the permission type to be changed. 

Destination Rights: Select the target permission type. 

Included Accounts:  If only specific users and groups are to be included in this action, 

they are written here. 

Excluded  Accounts: Users and groups not to be included in this action are selected. 
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2.2.2 Permission Change  

Used to change a user's permissions. A user is selected from the User filter, and Actions / 

Permission Change buttons are clicked. 

 

 

2.2.3 Remove Permission  

Used to remove a user's individual permissions. A user is selected from the User filter, 

and Actions / Remove Permission buttons are clicked. 
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2.2.4 Clone Permission  

Used to copy a user's individual permissions to another user. 

 

 

 

2.2.5 Move Permission  

Used to move a user's individual permissions to another user. 
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2.3 Permission Logs  
 

 

: Watch  

When a permission is granted, changed, or removed via File Server or FolSec, it is 

recorded on this screen and can be listed and reported. 

 

Date Filter: Day filter. 
Time Start: Start time filter. 
Time End: End time filter. 
File Server: Used to view permission logs on the selected file server. 
Filter: Used to list permission changes or all permissions. 
Source IP: Used to list the source IP address. 
Source User: Used to list users (admins) who granted the permission. 
Destination User: Used to list users who were granted permission. 
Path: Used to list permission logs on the selected Path. 
Action: Used to list granted permission types. 
Old Right: Used to list old permissions.  

New Right:  Used to list new permissions.  
Archive: Used to view archived records. 
Export: Used to get a report.                                                                      
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2.4 Backup & Restore  
 

 

: Watch  

 

Used to revert to backed-up NTFS permissions. 

 

 Created At: Creation Date. 

 Created By: Creator user. 

 Path: Backed-up folder path. 

 Start Time: Date backup started. 

 End Time: Date backup ended. 

 Size: Size of the taken backup. 

 Status: Status of the taken backup. 

 Actions: Used to restore or delete the taken backup. 
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2.5 Report  
 

 
2.5.1 Path Report  

Used to view, report, or delete the status of Path Reports saved in FolSec's Folder 
Perspective menu. 

 

 

2.5.2 Schedule Permission Report  

Permissions granted with a Schedule (future date) on FolSec are viewed and reported on this 
screen. 
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2.5.3 Periodic  Permission  Report  

Permissions granted periodically on FolSec are viewed and reported on this screen. 

 

 

2.5.4 Task  Report  

The status of all actions performed on FolSec (Set Permission, Remove Permission, Change 

Permission, Permission and File Scan, etc.) is recorded, tracked, and reported here. 

 

 

 

 

 

 

 

 

 

 

2.5.5 Permission  Requests  
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Permission requests created on FolSec are evaluated and reported via this screen. 

 

 

2.5.6 User  and Group  Changes  

All changes made via FolSec or Active Directory (Group Member Add, Create Group, Delete 

Group, etc.) can be recorded and reported on this screen. 

 

 

 

 

 

 

 

 

 

 

 

2.5.7 Share  Perspective  
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Menu where folder share permissions are managed and reported. 

 

 

2.5.8 Share  Folder  Requests  

Menu where Share requests are evaluated and reported. 

 

 

 

 

 

 

 

 

 

 

 

 

2.5.9 Compliance  Report  
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The Compliance Report screen in FolSec analyzes and visualizes how well file servers are 

managed in accordance with Best Practice rules and provides a compliance score. Through 

this screen, the current situation is clearly evaluated, non-compliances are detected, and 

necessary actions are enabled, supporting corporate file management and compliance 

processes. 

 

 

2.5.10 Usage Report  

A report screen showing how actively we use FolSec; it is the menu where we view and report 

which user has used which actions on FolSec and how much. 

 

 

 

 

2.5.11 Permission Check Report  
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FolSec ensures the permission revision process starts centrally and in a controlled manner. 

The system administrator starts a revision request for relevant folders, automatically sending 

a revision notification to folder owners, users with the Permission Manager role, or users they 

designate. Users are directed to the FolSec screen via the forwarded email to perform 

permission revision for the relevant folder. 

After the revision process is completed, the process is submitted for the system 

administrator's approval. Following approval, folder permissions are recorded and applied by 

FolSec in an up-to-date and consistent manner according to the determined changes. This 

structure streamlines and secures authority management, traceability, and corporate 

compliance processes on file servers. 

 

 

 

 

 

Configuration Button  
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2.6 User  & Group  Management  
 

 

: Watch  

This screen is used to centrally perform user and security group management 

operations on Active Directory and create reports. 

 

Users:  Lists users pulled from Active Directory to FolSec. 

Group:  Lists security groups pulled from Active Directory to FolSec. 

Local  Users:  Lists FolSec local users. 

Roles:  Lists roles. 
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Actions  

 
 Actions  / Sync:  Used to save changes on Active Directory to FolSec (This 

feature occurs automatically every 120 minutes by default). 

 Actions / Batch: Used to perform bulk operations. 

 Selected Users: Selected users. 

 All Users: All users. 

 User Role Assignment:  Assigning User Role. 

 File Share Role  Assignment:  Assigning role for FolSec Secure File Share module. 

 License Assignment:  Assign License / Remove License. 
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2.6.1 User  Edit  

Through this screen, security groups a user belongs to can be viewed, detailed reporting can 

be done, and group membership assignment or removal operations can be performed 

centrally and in a controlled manner. 

 

 Group Name: Group Name. 

 OU: Organizational Unit. 

 Actions: Removes the user from the group. 

 Add Group:  Adds the user to a new group. 

 Export: Reports groups the user is a member of. 

 

2.6.2 User Edit / Role  

On this screen, you can define roles for the user on relevant folders. 
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2.6.3 Groups  

You can list, report, and manage security groups on this screen. 

 

 

2.6.4 Add New Group  

Used to create a Security Group. 
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2.6.5 Group Report  

You can report group members in PDF format and see members of nested groups in this 
report. 

 

 

2.6.6 Local User  
You can change the FolSec local admin password. 
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2.6.7 Roles  

Through this screen, you can edit FolSec's default roles or create a new role. 

 

 

 

 

2.6.7.1 Add New Role  
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2.6.8 Role Edit  
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3. Audit Perspective  
 

FolSec Audit Perspective is designed to monitor and report security log records of shared 

folders on file servers on a central screen. Folder-based access, authority changes, and user 

activities can be viewed in detail; audit and compliance processes become more controlled 

and traceable. It offers an audit view focused on corporate file security and access tracking. 

 

 

 Date Filter: Day Filter. 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.1 Audit Logs  
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: Watch  

FolSec Audit Logs menu is used to view and analyze security log records of shared folders 

on file servers instantly on a single screen. User-based access and transaction details can be 

clearly monitored, facilitating audit processes with filtering and reporting. 

 

 Date Filter: Day Filter. 

 File Server: File Server. 

 Account Name: User name. 

 Event: Event. 

 Record ID: Record ID. 

 Object Name: Object Name. 

 Process Name: Process Name. 

 Record Info: Record Info. 
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3.2 Process Analysis  
 

 

: Watch  

FolSec Process Analysis menu is used to analyze and report log records created by 

processes running on file servers. Process-based log counts are presented as a summary; 

selecting relevant counts directs to the Audit Logs menu to view detailed log records. 

 

 Date Filter: Day Filter. 

 File Server: File Server. 

 Process Name: Process Name. 
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3.3 User Analysis  
 

 

: Watch  

FolSec User Analysis menu is designed to analyze and report event logs occurring on file 

servers on a user basis. Log counts belonging to users are listed as a summary; selecting 

relevant records directs to the Audit Logs menu to access detailed log information. 

 

 

 

3.4 File / Folder Analysis  
 

FolSec File / Folder Analysis menu is used to analyze and report event log records monitored 

on file servers on a file and folder basis. Event log counts belonging to files and folders are 

presented as a summary; selecting relevant records directs to the Audit Logs menu. 
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3.4 Scheduled Audit Log Reports  
 

Ensures numerical reporting of audit logs generated on file servers in a table format at a 

determined period. 
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3.4.1 Add New Audit Log Report  

Used to create a report. For example, a report named "Accounting Report" can be scheduled 

to run automatically every day at 10:00. The number of records belonging to determined event 

types is summarized in a table, and results are reported in PDF format. 

 

 Report Name: Report name. 

 Account Name: User name. 

 Schedule Period: Report sending Period. 

 Schedule Time: Report sending time. 

 Object Name: Object name. 

 Event Type: Transaction type. 

 Email: Email addresses of users to receive the report. 
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3.5 Application Events  
 

FolSec Application Events menu is used to list and report application event records occurring 

within the system. Scheduled tasks, permission and role changes, and system actions can be 

monitored through this screen. 
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4. File Type Perspective  
 

: Watch  
 
FolSec File Type Perspective analyzes data on file servers according to file type and 
categories, enabling the detection of inert files and duplicate files. It offers the 
opportunity to take action based on file types; allows reporting based on categories 
such as Office files, ransomware-related extensions, etc. 
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4.1 File Analysis  
 

FolSec File Analysis menu is used to list, analyze, and report file types scanned on file servers 

in detail. Files can be viewed with advanced filters such as tag, owner, last access date, file 

size. Obtained data can be reported, and actions such as deleting, copying, moving can be 

taken according to file types. 

 

 

 Full Path: File path. 

 Doc Author: Document author. 

 File Size: Listing by file size. 

 Tag: Tag. 

 Last Access Date: Last access date. 

 Owner: File owner. 

 File Category: File category. 

 Created At: Creation date. 

 File Name: File name. 
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4.1.1 Actions / Create Task  

This feature is used to take action on file servers based on file types. Operations such as 

deleting, copying, or moving are applied to the determined file type. For the action to start, at 

least two admins must approve the action. 

 

 Task Name: Task name. 

 Schedule: Calendar. 

 Action Type: Action type. 

 Emails of  Approvers: Email addresses of at least two admins must be written. 

 Source File Server: File server where the action will be applied. 
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4.1.2 Actions / Set Owners  

The Set Owners action is used to bulk update owner information of files belonging to 

determined file extensions on file servers. 

 

Source  File  Server:  File server where the action will be applied. 

Extension:  File extensions where the action will be applied. 
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4.2 File Duplicate Analysis  
 

FolSec File Duplicate Analysis menu detects and lists files with the same hash value as 

duplicates as a result of hash scanning performed on file servers. Duplicate files can be 

examined, actions can be taken according to file type, and reporting can be done. 

 

 Hash: Hash name. 

 Name: File name. 

 Actions / Trigger Task: Manually starts duplicate scan. 
 
 
 

4.3 File Action  Policy  
 

FolSec File Action Policy screen is where created file type actions are evaluated and 

managed. Defined actions can be viewed and reported on this screen; approval or rejection 

operations can also be performed here. 
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4.4 Folder Analysis  
 

Offers a central view where folders on file servers are listed, analyzed, and reported. Folder 

information can be viewed, and folder ownership can be managed by applying the owner 

action. 

 

 

Á Full Path:  Displays the full path. 

Á Subfolders:  Lists subfolders. 

Á Exceed 256 Chars:  Exceeds 256 characters. 

Á Folder Size:  Lists by folder size. 

Á Last Access Date:  Lists by last access date. 

Á Owner:  Lists by owner. 

Á Created At:  Lists by creation date. 

Á Updated At:  Lists by last update date. 

Á Folder Name:  Lists by folder name. 
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4.5 Folder Size Analysis  
 

FolSec Folder Size Analysis menu is used to perform detailed size analysis of folders 

according to scan results. The top 5 most used file types within folders are shown graphically; 

subfolder sizes, total subfolder, and file counts are made visible. 

 

 Path: Folder path. 

 Total Size: Total size. 

 Total Files: Total files. 

 Total Sub Folders: Total sub folders. 

 Duplicate File Size: Duplicate file size. 

 Top 5 File Extension: Most Popular 5 File Extensions. 
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4.6 Folder Size Logs  
 

FolSec Folder Size Logs menu is used to analyze increases and decreases in folder sizes by 

comparing with previous scan results. 

 

 

 

 

Á Created At:  Creation Date. 

Á Path:  Folder path. 

Á Action Type:  Action type. 

Á Old Size:  Old size. 

Á New Size:  New size.
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5. Anomaly & Detection Analysis  
 

: Watch  

FolSec Anomaly Detection Analysis Dashboard is designed to present anomaly scenarios 

occurring on file servers on a central and holistic screen. Suspicious movements are analyzed 

under Suspicious User Activities, User Defined Suspicious Activities, Suspicious Event 

Activities, and Suspicious Ransomware Activities headings. 
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5.1 Anomaly Events  
 

 

: Watch  

FolSec Anomaly Events menu is used to view and report anomaly (suspicious) events 

detected on file servers. Thanks to advanced filtering options, it can be analyzed in detail 

which day, hour, user, and under which suspicious activity the event occurred. 

 

 

Timestamp From:  Time when the anomaly event started. 
Timestamp To:  Time when the anomaly event ended. 
Anomaly Type:  Anomaly type. 
Account Name:  Account name. 
Object Name:  Object name. 
Event Type:  Event type. 
Min. Event Count:  Minimum event count. 
Action:  Action. 
Action Status:  Action status. 
Action Details:  Action details. 
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5.2 General Summary  
 

: Watch  

FolSec General Summary screen summarizes data belonging to FolSec's four main 

perspectives on a single screen, offering a central view. The top 5 users with the most 

authority, event log types and counts based on the selected day filter, and count and size 

information of the top 10 file types can be viewed. 
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5.3 Audit Summary  
 

FolSec Audit Summary screen is used to view total counts of audit log records belonging to 

file servers managed with FolSec in weekly and monthly periods. 

 

 
 
 

5.4 User Risk Analysis  
 

FolSec User Risk Analysis menu evaluates data such as permission audit, file type, owner, 

and file extension belonging to file servers together to detect risky users. As a result of the 

analysis, a risk score is assigned to users, showing why this score was generated with 

explanations. 
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6. Secure File Share Perspective  
 

FolSec Secure File Share Perspective is designed to manage internal and external file shares 

in a secure, traceable, and reportable manner. Shared files and folders; metrics such as disk 

usage, file and folder counts, user-based accesses, and file types are viewed centrally. 
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6.1 My Space  
 

My Space menu is a central panel offering users the opportunity to securely store and manage 

their own files. You can quickly perform the following operations: 

 

 

 File  Management:  View folders in your personal area in a hierarchical 

structure, organize documents by type. 

 Sharing: Directly share a selected folder or file to make it accessible to other users or 
groups. 

 Central  Control:  Track shared items under the "My Shares" tab, manage or 

remove access permissions at any time. 

 Quick  Access: Reach critical data within seconds using the advanced search bar. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6.2 File Share Settings  
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This menu is the central management area where you determine system-wide file upload 

and sharing policies. It offers controls to ensure data security and optimize storage 

resources: 

 Upload Settings: Configure file types and capacities users can upload to the system. 

 Allowed  File  Extensions:  Minimize malware risk by allowing only secure file formats 
(e.g., .pdf, 

.docx). 

 User-Based Quota Management: Define a maximum storage limit in GB for each user. 

 Set Defaults: Quickly revert configurations to standard system settings. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

6.3 User and Group Management  
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This panel allows you to centrally manage user accesses and authorities in the file sharing 
system. 

 

 
 

Á User:  User. 
Á Full Name:  Fullname.  
Á OU: OrganizationalUnit.  
Á Type:  Type. 
Á Status:  Status. 
Á Role:  Role. 
Á Licensed:  License status. 
Á 2FA enabled:  Two-factor authentication status. 

https://folsec.com/
mailto:support@folsec.com


55 
https://folsec.com | support@folsec.com 

 

6.4 Event Logs  
 

This panel is the audit area where all user and system movements on the file sharing 

system are monitored in real-time. 

 

Detailed Tracking:  View which user performed activities such as File Upload 
and when. 

Advanced Filtering:  Quickly access specific records by searching based on 
date range, event type, object name, or user. 

Security and Compliance:  Support data security audit processes by recording 
all file activity movements. 

Instant Monitoring:  Instantly list current logs using the ñRefreshò button. 

Source IP:  Source IP. 

User:  User. 

Category:  Category. 

Event Type:  Event type. 

Object Name:  Object name. 

Object Type:  Object type. 

Destination Account Name:  Target account name. 

Description:  Description. 
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