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1. Introduction

1.1 About the Document

This document is an administrator (Admin) user guide prepared to explain the functions of the
menus located in the management interface of the FolSec security and audit platform.

1.2 Target Audience

This guide is prepared for system administrators, information security analysts, and IT
operations teams. To use the content effectively, basic knowledge of Windows Server and
network management is expected.

1.3 Scope

Within the scope of this document, all menus located in the FolSec interface and the intended
use of these menus are discussed in detail.

https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com

2. Permission Perspective

This screen is the interface of the first Perspective of FolSec, where we obtain entry
information regarding Permissions on the managed File Server.

b
- GiRetrash dashboard '

B Folder Perspective & User Perspective 7 PermissionLogs 4D Backup &Restore | Report v %% User& Group Management %% Configuration

mosrv.folsec local
Shared Folders Users&Group Task Status
) Permission Count Success:

. . . Y Total Folder Count [ :
ile Server Count: unning: 0

r. : 100059 @ ™Y 1) Faild: 0 a

? - - N
Last Folder Security Changes Everyone Reports Last Permission Changes
@ Everyona Count
0 3 0 5
o g
o= 25 (=1

Last User Changes Top 5 Permission Users Pending Permission Requests
Number of user whose permission Total Pending Permission Request
c Count

- E “nm

© Copyright 2019-2025. All Rights Reserved by FolSec

= File Server Count: Represents the number of File Servers managed in FolSec.

» Shared Folders: Represents the total number of shared folders on the managed File
Server.

= Users & Group: Represents the number of users and groups assigned permissions
to shared folders.

= Task Status: Represents the number of successful, running, and failed tasks in FolSec
today.

Last Folder Security Changes: Represents the number of folders with the most recent
permission changes.

Everyone Reports: Represents how many folders the Everyone group has rights to.

» Last Permission Changes: Represents the count of recent permission changes.

Last User Changes: Represents how many user permissions were changed most
recently.

= Top 5 Permission Users: Represents the top 5 user and group names with the most
rights on the File Server.

= Pending Permission Requests:  Represents the number of pending permission
requests.
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2.1 Folder Perspective
@ YouTube: watch

© Dashboards ~ [ JNGSCIEMWSSIM 3 UserPerspective 75 Permissionlogs 4D Backup & Restore | Report v 7% User & Group Management €¥ Configuration

Folder Perspective

~ 12 demasrvfolsec.local Path: [ \\demosrv.folsec.local\Departments\Finance
>0 CEO_Office Falde FOLSECHtevfik
~Od Dep: Folde ion Managers:
>0 Finance
v [ 1K .
Folder Permissions
>0 0 e
> [0 [ Management
> 0O Muhase User&troup Access
> [ [ Mew folder ) - Inherited Applies To Actions.
>0 Ortak
> 0 O Projeot 0 & FoLSECusmail Full Control Disable This folder, sublolders and filas @
Pr 't
> o e ) 2 FoLSECiogulcan Full Control [ o § This folder, subfoldsrs and files @
> [ Sales
> [0 [ Tevfik C) & FOLSECYmert Full Control oo This folder, sublolders and files %4
>0 FolSecShare
- ] & FOLSECitevtik Full Control This folder, subfoldars and filas 174
> O [0 LightTest -
>0 Log [0 & FOLSECIFolSec) Userl000 Full Control m This folder, subfolders and files %4
> (0 [ Milyan_Folder
- o Mo by 2 1. subloldar: 4
5 (O [ Perm_Manager_Test ] 284 FOLSECIMuhasebe Grubu Read [ oisatic ] This folder, subfolders and files @
>0 uzun path 2
> 2 filesrv2025 folsec.local
> 1 folsecde folsec.local
> i@ folsecemc.folsec.local
> &4 windows2019srv.folsec local
> 12 windows2022srv.folsec local

The screen where folder permissions are reported and managed.

= Search Path: Path search filter.
= Users & Group: Shows which users and groups have permissions on the folder.
= Access: Shows permissions.

= Inherited: Shows whether permissions on this folder are inherited from the parent
folder.

= Applies To: Shows where the permission applies.

= Actions: Allows taking actions related to permissions. Permission changes can be
made.
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2.1.1 Add Permission

Used to grant permission to at least one user or group.

Set Permissions

This folder, subfolders and files v

Basic Advanced

(O Full Control O Modify (O Read Execute ) Read (O Write () Special

@ SetPericd @

dayi(s) hour(s)
. Ove e e e @
B Cascade Pe )

= Schedule: Used to grant permission for a future date.
= Set Period: Used to grant temporary permission.

= QOverride Inheritance: Used to grant permission to subfolders where inheritance is
disabled.

= Cascade Permission: Used to grant permission from bottom to top; grants "List"
rights to upper folders.
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2.1.2 Path Report

Used to generate a permission report for selected folders.

Path Report

Schedule off ‘@M schedule On

daily v - 0
r'S
0:0
-
FOLBER SECTHITY NANAGENENT
FolSec Permission Path Report
Date: 18/12/2025 14:01
Path: WWdemosrv.folsec.local\Departments\Finance
Folder Owner: FOLSECheviik
Folder Permission Managers:
I
FOLSECYismail FullControl
FOLSEC'ogulcan FullControl
FOLSEC\mert FullControl
FOLSECHtevfik FullControl
FOLSECFolSec1_User1000 FullControl
FOLSECMuhasebe Grubu [Group] v

Schedule: Used to receive the report regularly via email at a specified period.

Permission owner username to exclude from report: Used to exclude a user or
group from the report.

Send Email: Used to email the report.
Download: Used to download the report.

Save: Saves the scheduled report.
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2.1.3 Impact Analysis

Areport containing the count and size of files in the scanned folder.

Impact Analysis

FolSec Impact Analysis -
Path: "\demosrv folsec local'Departments
Total File Count: 10000
Total Folder Count: 50032
File Type (Top 10)
Extension Count Size
_doc 10118 7165 GB
.docx 10095 7.086 GB
zip 10064 7072GB
slsx 10015 7.068 GB
Lexe 9965 6.951GB
it 56 320.844KB
pdf 13 613.858 MB
bmp 1 00KB
v 1 15.105 KB
ini 1 0045KB
Data Discovery (Recognizer)
Recognizer ‘ Count | Trpe
No data found | .
O FoF F—

= Send Email: Used to email the report.

= Download: Used to download the report.

2.1.4 Enable Inheritance

Used to enable or disable folder inheritance.

Enable Inheritance

0 you really want to change inheritance ?
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2.1.5 Remove Selected Permissions

Used to remove selected permissions.

Remove Selected Users

Do you want to remove trustee ?

Note

W Ignore Inheritance

WARNING: Since selected folder is raot, to apply this permission;
root folder's inheritance will be disabled.

= Ignore Inheritance: Used to remove the selected permission from subfolders where
inheritance is disabled.

2.1.6 Change Owner

Used to change the owner of the selected folder.

Change Owner

Do you really want to change owner ?

‘ Users Vv ‘ ‘ User ™

B Apply to sub folders

B Apply to sub files

‘ Note

0 If you don't select any subfolder or subfile, only selected folder owner will be changed.

. Apply to sub folders: Changes the owner of subfolders under the selected folder.

. Apply to sub files: Changes the owner of files inside the selected folder.

NOTE: If both checkboxes are checked, the owner changes for all files and folders at all depths
under the selected folder.
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2.1.7 Convert to Group

Used to group individual permissions that have the same rights.

Convert Direct Permissi into ission Group

Please provide name for the permission group to be created.

Group Name
[oN f _FULLCONTROL |

— Applies To
B Remove grouped permissions | This folder, subfolders and files N |

Process Description
1. Check the group name and create if not exists.
2. Give permission for this group at this path.
3. Add selected users to members.

Confirm Cancel

= Group Name: Used to provide a Group Name.
= Remove grouped permissions: Removes the selected individual permissions.

= Applies To: Shows where the permission applies.

2.1.8 Folder Permission Manager

The permission manager role is assigned to the selected user, allowing units to
manage their own folders.

Edit Permission Managers

Finance

Permission Managers

Permission Managers

12
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2.2 User Perspective

D YouTube: watch

Used to list which access permissions users have in which directories after permission
scans. It provides user-based authority visibility, allowing reporting and taking actions
regarding authorities.

.

FoWoes DA e@

s~ W Folder Perspective [[ERNISSIISNSN = Permissionlogs 4D Backup & Restor

User Persprcive P v [ v ) [ v | [n v =D o=

000000000000 !

File Server: Lists permissions on the selected file server.

= Fetch Users From: Used to list the desired permissions.

= User: Used to list permissions of selected users and take action.

= Depth: Used to list depth.

= Permission Owner: Used to list the permission owner.

= Path: Used to list permissions on the relevant path.

= Search Type: Used for listing.

= Inherited: Used to show whether the permission is inherited from above.
= Access: Used to list the permission type.

= Export: Used to get a report.

13
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2.2.1 Bulk Permission Change

Used to mass change access permissions belonging to multiple users. When the Actions /
Permission Change button is clicked without selecting any user in the User filter, the Bulk
Permission Change feature becomes active. This allows permission changes to be carried
out centrally and quickly.

Bulk Permission Change

File Server: windows2022srv.folsec.local

ource Rights

Included Accounts

A Wamning: All permissions in the file server will be changed.

Source Rights: Select the permission type to be changed.
Destination Rights:  Select the target permission type.

Included Accounts: If only specific users and groups are to be included in this action,
they are written here.

Excluded Accounts: Users and groups not to be included in this action are selected.

https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com

2.2.2 Permission Change

Used to change a user's permissions. A user is selected from the User filter, and Actions /
Permission Change buttons are clicked.

Change Permission

FOLSEC\ismail
Basic Advanced

O Full Contral O Modify (O Read Execute () Read () Write () Special

Asplies To

This folder, subfolders and files

MNote

2.2.3 Remove Permission

Used to remove a user's individual permissions. A user is selected from the User filter,
and Actions / Remove Permission buttons are clicked.

Are you sure you want to remove permission?

MNate

@ AlL NON INHERITED permissions of EQLSEC\ismail will be removed!

15
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2.2.4 Clone Permission

Used to copy a user's individual permissions to another user.

Clone Permission

Source User
FOLSEC\ismail

Users
Note

@ Only not inherited permissions will be cloned

“

2.2.5 Move Permission

Used to move a user's individual permissions to another user.

Move Permission
Saurce User
FOLSEC\ismail

Users

Note
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2.3 Permission Logs

@ YouTube: Watch

When a permission is granted, changed, or removed via File Server or FolSec, it is
recorded on this screen and can be listed and reported.

0 A @C\; Q@ e
m Folder P & UserP Za Permission Logs JEON: '~2 ]
Permission Logs Today v 00:00 2359 windows2022srv.folsec local v | [an v m m f

Source 1P Sourca User Destination User Path — F—— —

Date Filter: Day filter.

Time Start: Start time filter.

Time End: End time filter.

File Server: Used to view permission logs on the selected file server.
Filter: Used to list permission changes or all permissions.

Source IP: Used to list the source IP address.

Source User: Used to list users (admins) who granted the permission.
Destination User: Used to list users who were granted permission.
Path: Used to list permission logs on the selected Path.

Action: Used to list granted permission types.

Old Right: Used to list old permissions.

New Right: Used to list new permissions.

Archive: Used to view archived records.

Export: Used to get a report.
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2.4 Backup & Restore

@ YouTube: watch

Crasted By
Groated At &
08122025 148
oar220z
01122005 1444
2202 i
Copyright 2019-2025. All Rights Reserved by FolSec

Used to revert to backed-up NTFS permissions.

= Created At: Creation Date.

= Created By: Creator user.

» Path: Backed-up folder path.

= Start Time: Date backup started.

= End Time: Date backup ended.

= Size: Size of the taken backup.

» Status: Status of the taken backup.

& 2@
e
sun
_— e .
08122005 1148 oai220281156 St524710bytes T ok :]
=D o}
01122028 14ek4 ot22005 1652 45005552 bytos (e oOn

<

= Actions: Used to restore or delete the taken backup.
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2.5Re

port

2.5.1 Path Report

Used to view, report, or delete the status of Path Reports saved

Perspective menu.

Path Report

Craatod At
28122026 1207
28122028 1207

25122025 1207

© Capyright 2019-2025. All

W Folder Perspective &

Crostod By

Rights Reserved by FolSec

demosrfolseclocal ~

Path

Wamasrytolses local Departments Managament

e

wholsoelocal\Departmentsi.

lsec oo Departmeats

2.5.2 Schedule Permission Report

User Perspective 75 PermissionLogs ) Backup & Restore %% User & Group Management ¢ Configuration

Porind

manthiy

wekty

Ema

yonstmgtotses com

ismatgfolsce.com

evTkeolsec.com

toms por page | 25

in FolSec's Folder

A
i

Pecae@

Actons
o @
w @

W

EPEY

Permissions granted with a Schedule (future date) on FolSec are viewed and reported on this

screen.

2 User Persps

Schedule Permission Report

Date ¥

04102025 10:44
04102025 10:44
04.10.2025 10:40
04.10.2025 10:40
04102025 10:39
04102025 10:39
04.10.2025 10:38
04.10.2025 10:38
01.10.2025 12:28
01.10.2025 1216

29.09.2025 0925

@ Copyright 2013-2025, All Righ

Path

Videmosrv.folsec local\Departments! Sales

\idemosrv.folsec local\DepartmentsiSales

\idemosrv.fol P

= Permission Logs

Al Time

Destination User

FOLSEC\Agrup39

FOLSEC\alim

Videmosrv.folsec local\Depar tments! Sales

\idemosrv. folsec local\Departments!Sales

Videmosrv.folsec local\Depar tmentsiSales

Videmosrv.folsec local\Departments!Sales

FOLSEC\james howell

FOLSEC\YENI DENEME SHARE_READ

FOLSEGlozan

FOLSECUeviik

FOLSECmert

\\demaosr.fol: P

\\demosrv.folsec local\l

\idemosrv.folseclocal\l

Videmosrv.folsec.local\l

erved by FolSec

FoL

FOLSEC\eviik

FOLSECUevlik

FOLSEG\FolSec!_Userl3

Date Filter

v | | demosrv.ralsec iocal

Access

Full Control
Full Control
Read
Read
Read
Read
Full Control
Full Control
Full Control
Read

Read

User & Group Managemant

Schodule Time

04.10.2025 10:43

0410.2025 1043

04.10.2025 1039

0410.2025 10:39

0410.202510:39

04.10.2025 10:33

04.10.2025 10:38

0410.2025 10:38

01102025 1230

01.10.2025 12:20

29.09.202509:30

£ Configuration

Authorized /-

|

Note

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

Items per page

Status

28 v

Deoecan@

14014

00000000000 §
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2.5.3 Periodic Permission Report

Permissions granted periodically on FolSec are viewed and reported on this screen.

Deoecan@

v Pro 2041

© Doshboards v @M Folder Parspactive & User Perspective 5 Permission Logs  £) Backup & Restore 42 User & Group Mansgement £ Configuration

Ote Fitter File Server
Periodic Permission Report All Time ~ | [demosrvtoiseciocal ~ [ & expon - |
Fath Destination User Avcess Authorized Status
Date A End Date Remaining Nate Actions
250020251013 \idemsrv.folsec local\T\New folder (3) FOLSEC\arif Read 26.08.2025 1110 expired admin Success
250020251012 \idemosrv.folsec local\\Wew folder (3] FOLSECIogulcan Read 25.09.2025 1112 expired admin
08.2025 10:24 \ local\l FOLSEC\ogulean Read 28.08.2025 1124 expired admin @

Memsperpage |25 ~  13of3

@ Copyright 2019-2025. All Rights Reserved by FolSec

2.5.4 Task Report

The status of all actions performed on FolSec (Set Permission, Remove Permission, Change
Permission, Permission and File Scan, etc.) is recorded, tracked, and reported here.

Decan@

version: Pro 2.0.4

(@ Dashboards v @M Folder Perspective & User Perspective g Permission Logs 4D Backup & Restore

%3 User & Group Management £ Configuration

ot e i Sorver
All Time ~ | [ Domain Controlter ~ | [demosrvsolsac.ocal ~
Tosk Narme Croated By [ Note
o StnTme nd Time
-
FA—— weamos  meesoss s R
3@chack-dupiicate-files 241220052350 247220252350 folsec_service [ succes:
Pecmission and File Type Scan Task
Tolal Folder Count: 100060
Tolal Permission Count: 1347370
Total File Gount: 350518
Permission & Fils Scan A1ZZPEZI0  FSRIDSO05  folssc service — A ®
Buration: 2 haurs, 52 minutes snd 56.08 seconds
LONG PATH WARNINGL hts:/192 168.10.T2/fokder-analysis/Tshan, falders. exceed_max_poth-trus
Read More
Set Pormisions Task 241220261540 241220251641 admin 1 permissions set for FOLSECAmert Folder paths: demasrv.folsec local\Departments\TevkiNew Folder
et Pormissios ok B = errisions st for FOLSE ok Folder pe:amosr ol ocaieperments T
1 permissions remaved for FOLSECImert
Remoe Permissions Task 24122051200 241220251210 odbmin Folder Patt e folseefocal\DepsrtmentsiTefiiNen Foder
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2.5.5 Permission Requests
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Permission requests created on FolSec are evaluated and reported via this screen.

Tocac@

s

2 UsorPorspoctive 75 Permission Logs £ Backup & Restore [IRER LRl ' Usor & Group Management £ Configuration

Permission Requests iz iocsl aa

Pt Roauesod Usr i e o
ouedr T o Parsning  Appeody e
or et FOLSEC FotSect Usrtzo reed . i : Aot

or —_ FOLSECaih oarmn - P i « oo

LTS I0 windoms20zEryTassclocaSmal Tt [ ——— - s——"— i !

07EES 1203 \windows20zmtolseclocamal Tes FOLSECFolSect Userias ens aa0r2025 1308 wimin owy =

0TS IZN windoms2022m sl Tes (- - asorzaes o s .

3070251200 windows202zryelsocleaSmal Test [ —— ol Conta i o hoooest

CROTEESIZST  indoms20esutaseclocaSmal Test PpT— wodiy simin sz

c0TanzE12ST  windows2022m elseclocalmal Tes Fousecum - aimin ot e

lems perpage 25 v 180i8
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2.5.6 User and Group Changes

All changes made via FolSec or Active Directory (Group Member Add, Create Group, Delete
Group, etc.) can be recorded and reported on this screen.

b

FoWIies Locaa@®

Darn Fiter Mormber Tyve
User And Group Changes This Week v | |Users  w Member Filter v Q

Crested At .

e lolsee_serviee lacal FOLSEC Test Foldir_sonte_READ testuser] Group Member Add

1000

B

e folsec_service local SMALL TEST_FULLCONTROL testusert Group Member Add

oo

-

we e saien FOLSECSHARE X MOBEY esio s

sz

000 folsec_service local SMALL TEST FULLCONTROL Bsiocu Group Member Add
:

-

P

000 T b ®
;

Hemsperpage |25 | 125018300
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2.5.7 Share Perspective
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Menu where folder share permissions are managed and reported.

LDoecan@

(© Dashboards v WM Folder Perspective 8 User Perspective 5 Permission Logs 4D Backup & Restore [NISRUNSSTRNEN %% User & Group Management € Configuration

Share Perspective

Share: \\demosrv folsec locsl\Departments
£ demosrv.folsec local

cEo ottce ==
Oepariments

Derinik Klasori

FolSecShare Share Permissions
LightTest
Log
Milyon_Folder User&Group
Perm_Manager_Test ]
uzun path 2

filesrv2025.folsec local

folsecdc.folsec local

Access Access Type

vvvvvvvvy

P it onnel o

folsecemc.folsec local
synology.folsec tocal
windows2019srv.folsec.local
windows2022srv.folsec local

vvvvyyv

2.5.8 Share Folder Requests

Menu where Share requests are evaluated and reported.

Lecac@

varsian: Fra 204

[=] boa ~ B Folder < 2 User i 5 Permission Logs 4D Backup & Restore %% User & Group Management ¥ Configuration

Shared Folder Reauests demoar o oca v e

s an Requester user ote .
Date Handled By Actians
ryre—— ke —— aim rien s o
smoses aee - —— am @ i o6
28082025 1343 i —— am “ 200
Sp—— astr demesrfosecioca as aom
suos202s 095 crat o [ —— PR— e aom

ltoms porpage |25 150f5
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2.5.9 Compliance Report

| 22
https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com

The Compliance Report screen in FolSec analyzes and visualizes how well file servers are
managed in accordance with Best Practice rules and provides a compliance score. Through
this screen, the current situation is clearly evaluated, non-compliances are detected, and
necessary actions are enabled, supporting corporate file management and compliance
processes.

figuratior
File Server Narm

Last Scanned At Foldr Caunt Permission Count Fila Count Fito Size Compliancs Score

121120251439 60054 788845 o487 378468 %

19112025 1222 45008 720084 %0684 587408 %

11112025 1554 0074 220656 w20z 67068 &

o o o 100

07112025 1500 10008 50025 048 19068 5

101120251000 o o 118t 2mnKE @

0612025 0972 2 2 1 o %

temsgperpage 10 v | 7ol
a
File Server Statistics Best Practice Compliance Report £
Name: demosrv.folsec local
Regort Crasted At: (STSHIENE Deleted Users Folder Permissians (7 current (0] Previous: Worst: o @ ‘
Folder Count:  60.054
Permission Caunt: 788845 [ Folders with Path Length Over 256 Characters. curene (@) Previovs: @) e ]
File Count: | nio.4a7
File Size: ' 378468 I Files Not Accessed for Over 1 Year curent (@) Proviovs: (@) worst @) @ ]
Duplicated File Size:
Current Pravious Worst
Folders Not Accossed for Over 1 Year [ current: (@) previovs (@) worst @) °

Compliance Report Result
Compliance Scare: 63 |

Result: File Server have sevaral risks and requires immediate actions!

2.5.10 Usage Report

A report screen showing how actively we use FolSec; it is the menu where we view and report
which user has used which actions on FolSec and how much.

Deoecan@

Top 10 Source User Theonth v | |demoniosacioca s (o nerens [N

v Permission Permission File Owner Folder Owner Scheduled Periodic Permission  Folder Inheritance Permission Perm. Periodic Permission Permission
! Add Fetch Update Update Permission Add Add Change Remave Member Add Remave Remove Update
folsec_service 561200
sdmin 18 6 2 19 1074
Permission Actions Task Statistics
Action Count Task Name Success Failed
ission Fetch 561200 Archive Logs Task 2 0

Lo74
A 19
18
2 1
o & Cha 6
&
c 0 Rights Reserved by FolSec

2.5.11 Permission Check Report
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FolSec ensures the permission revision process starts centrally and in a controlled manner.
The system administrator starts a revision request for relevant folders, automatically sending
a revision notification to folder owners, users with the Permission Manager role, or users they
designate. Users are directed to the FolSec screen via the forwarded email to perform
permission revision for the relevant folder.

After the revision process is completed, the process is submitted for the system
administrator's approval. Following approval, folder permissions are recorded and applied by
FolSec in an up-to-date and consistent manner according to the determined changes. This
structure streamlines and secures authority management, traceability, and corporate
compliance processes on file servers.

W Foldor Perspoctive & Usor Perspective 75 Pormission Logs €0 Backup & Restore [RIARTPSSNNI % User & Group Manogement €8 Configuration
Osto Filte e Server
Permission Check Report All Time v | | demosrutolsec.ocal v
Report Name Status
Creted At A
Dermesry 18 Desember 2025 Permision Che 18122025 0905 c e ®
Demosev 08 December 2025 Permission Check 08122025 1550 LA ]
o0
Permission Check Report Details [ & eaport ~ |
Path =
- At
demosryfotsec ocat Dapartments:Finance il oguican [ Forcing reven ®

Configuration Button

Edit Check Report of demosrv.folsec.local

Schedule Off 1B Schedule On

Auto Path/Reviewer Selection « ] [ Manual Path/Reviewer Selection ~

Paths Selected Paths Reviewers

CEO_Office
Departments
Derinlik Klasori
FolSecShare Ogulcan Sisman
LightTest

Log

Milyon_Folder

Perm_Manager_Test

uzun path 2

\\demosrv.folsec.local\Departments\Finance ismail KAYAKIRAN

poovwooer

VRS A

+ Add — Remove

I Require All Reviews | 1

https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com

2.6 User & Group Management

@ YouTube: Watch

This screen is used to centrally perform user and security group management
operations on Active Directory and create reports.

L@@
= Permissionlogs 4 Backup & Restore | ~ Bl & Configuration
= C v ] [ra - x=m o=m
User Full Mame ou Departme: T Stat Licensed 2FA enabled
O e [~ ) L) Lo w
[ berat. yalcin Berat Vai o = [ i e ] — [ osioc § 4
D o o = [ ~) (. —] (-] @
E 2t o o L) Lo} w
D o o @ @ (..} (-] “
O e o [owc] [ ~.) (oo ] [ @
O oso ositgs o [} L) (-] @
[ hakankss Hakan Kisa o [ e ] o = = ¢
0 smet — [F— o o o [licavens [ o @
[ ]

Users: Lists users pulled from Active Directory to FolSec.

Group: Lists security groups pulled from Active Directory to FolSec.

Local Users: Lists FolSec local users.

Roles: Lists roles.
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Actions

= Actions / Sync: Used to save changes on Active Directory to FolSec (This
feature occurs automatically every 120 minutes by default).

= Actions / Batch: Used to perform bulk operations.

= Selected Users: Selected users.

= All Users: All users.

= User Role Assignment: Assigning User Role.

= File Share Role Assignment: Assigning role for FolSec Secure File Share module.

= License Assignment: Assign License / Remove License.

Batch Authorization and License

Authorization

Every Login v I Enable 2FA B Disable 2FA
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2.6.1 User Edit

Through this screen, security groups a user belongs to can be viewed, detailed reporting can
be done, and group membership assignment or removal operations can be performed
centrally and in a controlled manner.

Usermame: sma

Full Name: ismai KAYAKIRAN

Email

QU Vasilim Exii. 3
Department:

Role: nc rols

Licansad: Licons

Groups

& Copyright 2019-2025. All Rights Ressrved by F

ismail KAYAKIRAN

DEPARTMANLAR BIRKLASOR FULLCONTROL

DEPARTMANLAR_BT. FULLCONTROL

DEPARTMANLAR_READ

OLSECOCSHAREDFOLDERS FC

FOLSEC.task_FULLCONTROL

= Group Name: Group Name.

= OU: Organizational Unit.
= Actions: Removes the user from the group.

= Add Group: Adds the user to a new group.

Docan@

e
o
scions
x
x
x
x
x
x
x
x
x
x
< x
.00 x
remperpas (35

= Export: Reports groups the user is a member of.

2.6.2 User Edit / Role

On this screen, you can define roles for the user on relevant folders.

Logs 4D BackupBRestore | Repert v %% User & Group Management

User Role

% filesr2025 folsec.acal
2§ windows2022srv.folsec ocal

Hoecan@
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2.6.3 Groups

You can list, report, and manage security groups on this screen.

Totsl Users Totsi G
36 2 134
Active Direclory @ Acti

USERS _ GROUPS  LOCALUSERS  ROLES

Groups.

Group Hame 4

O

182 16810 5_SHARE_TESTOI READ

1.FULLCONTROL

1.MODIFY

1.NEW_FOLDER. 3. FULLCONTROL

1.NEW_FOLDER 3 READ

1. READANDEXECUTE

1.TES_MOGIFY

1LTEST_FOL_READ

1LWRITE

Ausors

AUDIT_SPECIAL FULLCONTROL

O0DO0OO0ODODODODOOO O

AUIDIT_SPECIAL_MOOFY

2.6.4 Add New Group

Used to create a Security Group.

Group Mame

Destination OU

A

Yurtdisi_Bayi
Stajyer

Yazilim Ekibi_0OU
Test_Group
ServiceAccounts
Bayiler
Service_0OU
Test_Users
FolSec_Users
Disable_Users
Test_File_Share
Sunucular
FolSec_Group_Create _OU

R R R e R " T A Y e

v

Boecao@

o Type
Jr—— et
FolSec_ Group_Croata OU secummy 2 ¢
secuny | ¢ n
secumTy 3 ¢ o
SecumITY 0 € @
secuamy 1 ¢ o
FalSec Grous Crasta OU secvany 1 ¢ o
SECuRMTY. ¢ &
[— secuarty o @ @
FolSec_Grmup_Creats OU secumTy | 7]
FolSec_Group Crast_OU secumny s ¢ &
FolSac_Grou SEcuRITY 3 [P}
FolSac_Grmup_Craats OU secuanty f @ @
Add New Group
Members Users/Groups
Search User & Groups W

Members
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2.6.5 Group Report

You can report group members in PDF format and see members of nested groups in this
report.

A
0:0
cC

FOLDER SECURITT MANAGEMENT

FolSec Group Member Report

Group Name: Muhasebe Grubu

Group Members:

« FolSeci_Userl4
» FolSec1_User13
« FolSeci_Useri2
+ FolSeci_User01

Finans Grup
FolSeci_Usert0

FolSeci_User06
FolSeci_User04
FolSeci_User03

2.6.6 Local User
You can change the FolSec local admin password.

Total User 1l G abled tal Admin
9040 - 304 28 1 5 .

Losa srs 5 “1[w v [T X
User 4
Type Role Action:
O e D Parmimion Y duck Y Fiatyoa @

https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com

2.6.7 Roles

Through this screen, you can edit FolSec's default roles or create a new role.

Boecan@

Perspectve & UserPerspective 5 Permissionlogs @ Backup&Restore | Report v (BRI RTT T o el @ Configuration

S RS el SRS ol '
ol iR s o ]

Actions

[C38]

2.6.7.1 Add New Role
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2.6.8 Role Edit
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3. Audit Perspective

FolSec Audit Perspective is designed to monitor and report security log records of shared
folders on file servers on a central screen. Folder-based access, authority changes, and user
activities can be viewed in detail; audit and compliance processes become more controlled
and traceable. It offers an audit view focused on corporate file security and access tracking.

DR

ditlogs @ ProcessAnslysis % UserAnalysis [ FieiFolder Anslysis [§ Scheduled Audit Log Reports 5 Application Events

AUDIT DASHBOARD 2 scan ststus: (D)

s tevhik WINDOWS20225RYS serace acceunt tevhik s = service sccount

Date Filter: Day Filter.

3.1 Audit Logs
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© Youlube: Watch

FolSec Audit Logs menu is used to view and analyze security log records of shared folders
on file servers instantly on a single screen. User-based access and transaction details can be
clearly monitored, facilitating audit processes with filtering and reporting.

Date Filter: Day Filter.

= File Server: File Server.

= Account Name: User name.

= Event: Event.

= Record ID: Record ID.

= Object Name: Object Name.

= Process Name: Process Name.

= Record Info: Record Info.

33
https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com
https://www.youtube.com/watch?v=aLYrZV2y5Kg

3.2 Process Analysis

@ YouTube: Watch

FolSec Process Analysis menu is used to analyze and report log records created by
processes running on file servers. Process-based log counts are presented as a summary;
selecting relevant counts directs to the Audit Logs menu to view detailed log records.

ey

. - ST -
Process Logs " v m

ow - oae ey Cro vl i

.......... )
5749 749 e

-

6 e

s 8 e

. ()

[

Date Filter: Day Filter.

File Server: File Server.

Process Name: Process Name.
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3.3 User Analysis

@ YouTube: watch

FolSec User Analysis menu is designed to analyze and report event logs occurring on file
servers on a user basis. Log counts belonging to users are listed as a summary; selecting
relevant records directs to the Audit Logs menu to access detailed log information.

s
P 0@
L an A
e s
e N P - O Resd Dt
'''''' " e e e o p Changs St oo RO umet e Ave
: a7 s % 420 (]
...... . s | : o ’ o
- 2
2025, A R Rsereed o ol

3.4 File / Folder Analysis

FolSec File / Folder Analysis menu is used to analyze and report event log records monitored
on file servers on a file and folder basis. Event log counts belonging to files and folders are
presented as a summary; selecting relevant records directs to the Audit Logs menu.

£
LPan@
AuditLogs 8 Process Anslysis % User Analysis [ERRERUGESRRISE (O Scheduled Audit Log Reports 85 Application Events g Canfiguration
File/Folder Logs ThisMonth  ~ | | windows2019srufolsec ocal v | [File - [ @ nerewn | eapont |
............ .
Creste Delete Res Rename Mo Wity ot S Settegs o o - o »
1 ange - s et emat
, o
~ : o
! ! ! o
! ! o
C o
C o
oo @ | ‘ 0
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3.4 Scheduled Audit Log Reports

Ensures numerical reporting of audit logs generated on file servers in a table format at a

determined period.

-
LPLaAav@
a A & U PR O scheduled Audit Log Reports RSN E & Coof
Aucit Log Report B e N TR CXT
=
camsani & Cramsany p— Tma mai e
24122025 1252 at Muhasebe Reper il 1000 admingfolsec.com qen
[— 1an

| 36
https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com

3.4.1 Add New Audit Log Report

Used to create a report. For example, a report named "Accounting Report" can be scheduled
to run automatically every day at 10:00. The number of records belonging to determined event
types is summarized in a table, and results are reported in PDF format.

Add New Audit Log Report

Report Name: Muhasebe Raporu

Account Names: Account Names 7]
Schedule: Daily v 10:00 (7]
Object Name: C:A\Departmanlar/Muhasebe 7]

Delete, CopyNPaste, Move,
Event Type: Delete Attempt, Permission Change, hd

Audit Settings Change

Press Enter for multiple email

admin@folsac.com X

= Report Name: Report name.

= Account Name: User name.

= Schedule Period: Report sending Period.
= Schedule Time: Report sending time.

= Object Name: Object name.

= Event Type: Transaction type.

« Email: Email addresses of users to receive the report.
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3.5 Application Events

FolSec Application Events menu is used to list and report application event records occurring
within the system. Scheduled tasks, permission and role changes, and system actions can be
monitored through this screen.

- ST - ]

o Pra 208

W@ Auditlogs 6 Process Anslysis % UserAnsiysis [) FieiFolder Analysis [3 Schedulsd Audit Log Reports

Application Evants [[f-URURRETY
Application Events Today v 6500 % | [ Domein Comrolier - File Servar - m [ xport ~ |

Source P Source User Action Tyne Description
Date
201220281263 192168101 admin scheduled_audit_log. report_updste  Scheduled Audit Log Report iname: Muhasebe Raporu) object has been updsted by admin
201220251262 162168101 admin scheduled_audil_log.report_creste  Scheduled Audit Log Report iname: Muhasebe Raporu) object hes been craated by admin
4220051252 192168101 acmin scheduled_audit log_report_delete  Scheduled Audit Log Report iname: asf) object has been deleted by sdmin
ui2205125 192168101 atmin scheduled_audit log_report_create  Scheduled Audit Log Report iname: asf) object has been created by sdmin
21220257261 182168101 samin seheduled_sudi log report updste  Seheduled Audit Log Report (name. laséra) object has been updated by samin
241220251202 182168101 admin foldar_inhuritsnco. change
211220251202 192168101 admin foldar_create Foldar (nomo: Naw Foldar) abiect has been created by admin
 Peemissions are being axpor in. Query parametars: order_by: . fle_server id: 25, permission_option:al i inneritac Ftse, path ssar mstch_path
e e I P — PO P aont 1 g 031ty ST UBy DS80S, .8 25, ason. o st s, a4t o ok,
20122025 e .
0254 192.166.10. tevii login
20122025
i 182168.10. teutic ogin_fet
sieanes 182 188.10.1 ik o
0954 = sout
2aiez0zs 182 188.10.1 teviik login

oa53

Memsperpage 25 w | 113ef13
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4. File Type Perspective

© YouTube: watch

FolSec File Type Perspective analyzes data on file servers according to file type and
categories, enabling the detection of inert files and duplicate files. It offers the
opportunity to take action based on file types; allows reporting based on categories
such as Office files, ransomware-related extensions, etc.

File Count Total Size -
oo
sonsa rancs
sunea 20808
suzn 2noa
seec? 24208
20
rone meoe
9065 esaes ﬂ
= 2n4aum ‘
0 s tt o pote doc
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4.1 File Analysis

FolSec File Analysis menu is used to list, analyze, and report file types scanned on file servers
in detail. Files can be viewed with advanced filters such as tag, owner, last access date, file
size. Obtained data can be reported, and actions such as deleting, copying, moving can be
taken according to file types.

File Anolysis

Fite Sarvar
File Analysis demosr folsec local v | [ extension  ~

Doc Author File Size Tag
Dac Last Author Last Access Date Owner
File Category Created At Updated At File Name

Older Than v Dayls| - Older Than Dayls)

Hash (SHA-256)

Excluded File Names Not Owned Files Owner Username

« Full Path: File path.

Doc Author: Document author.

File Size: Listing by file size.

Tag: Tag.

Last Access Date: Last access date.

Owner: File owner.

File Category: File category.

Created At: Creation date.

« File Name: File name.
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4.1.1 Actions / Create Task

This feature is used to take action on file servers based on file types. Operations such as

deleting, copying, or moving are applied to the determined file type. For the action to start, at
least two admins must approve the action.

File Action Task Create

Task Name: Task Name

Schedule: Run task for once v

Action Type: A

Emails of Approvers: Enter email addresses of users to approve the action (7]
Selected Filters

Source File Server demosrv.folsec.local

Task Name: Task name.

Schedule: Calendar.

Action Type: Action type.

Emails of Approvers: Email addresses of at least two admins must be written.

» Source File Server: File server where the action will be applied.
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4.1.2 Actions / Set Owners

The Set Owners action is used to bulk update owner information of files belonging to
determined file extensions on file servers.

Set Owners

Do you really want to set owners ?

o= o LV
Users hd Use

Selected Filters

Source File Server demosrv.folsec.local

Extension

.docx
m Cancel
. Source File Server: File server where the action will be applied.
. Extension: File extensions where the action will be applied.
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4.2 File Duplicate Analysis

FolSec File Duplicate Analysis menu detects and lists files with the same hash value as
duplicates as a result of hash scanning performed on file servers. Duplicate files can be
examined, actions can be taken according to file type, and reporting can be done.

(@ Dashboards ~ [ File Analysis [SEEIELIEIITREEIE

(@ File Action Policy [ Folder Analysis [3 Folder Size Analysis [ Folder Size Logs (& Task Report

File Server
File Duplicate Analysis demosrv.folsec.local ~ Owners ~
Hash Name
314 3945 word,doc:
T text document txt
daf337 75090 POWErPaINLORLX
b3cdI310170: 19114 folsec-v5 brogir (1)- Copy - Copy.pdt, folsec-vS brogar (1] -Copy.pdf
4531 excelxisx
DeB1467d: b7 New Rich Text Document.rtf

New

77315233

© Copyright 2019-2025. All Rights Reserved by FolSec

= Hash: Hash name.

= Name: File name.

= Actions / Trigger Task:

Muhasebe -Copy (2).xlsx, Muhasebe -Copy (3) - Copy.sisx

FolSac_Hew Rich Text Dacument.zip

FolSec_New Rich Text Documentrtf

Manually starts duplicate scan.

4.3 File Action Policy

Total Sharad File Sizs: 45.43 6B
Total Duglicated Fila Size: 10.11 6B

Size

236K

7464 KB

38.92 KB

5LISMB

B76 KB

15.41KB

29674 K8

1510 KB

48.20 KB

44.34 KB

File Count

50008

SN LT - )

£ Configuration

[ e[ ]

Total Size File Updated At Actions

49.60 KB 27.10.2025 1351

1savs S—

BIZ33KB 27.0.2025 1351

- aaesias: ([T
32379KB 27.0.2025 1351

w25k TSR . . v
23568 14.08.2025 1148

2nGe 14.08.2025 11:49

Items per page 25 W 1140t 14

FolSec File Action Policy screen is where created file type actions are evaluated and
managed. Defined actions can be viewed and reported on this screen; approval or rejection
operations can also be performed here.

S ST - ]

@ Dashboards ~ [ File Analysis @ File Duplicate Analysis ISR ELLNIEE (O Folder Analysis [ Folder Size Analysis (3 Folder Size Logs (% TaskReport £¥ Configuration

File Action Policy
Home Action Type

~
txt_mave_task Move
-copy-task Cony
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admin

admin

Fila Server
demasevfolsec.local

Greated At J Autharity Emals

tevfikatolsec.com

0110.2025 1343

0110.2025 11:24

e

Status.

.
@ bW
Lo > &6
Hems per page | 25 12012
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4.4 Folder Analysis

Offers a central view where folders on file servers are listed, analyzed, and reported. Folder
information can be viewed, and folder ownership can be managed by applying the owner
action.

g

S IO -T : ]

(@ Dashboards ~ [} File Analysis @ File Duplicate Analysis  (# File Action Policy [MNBGICEFERIVEN [ Folder Size Analysis [ Folder SizeLogs (@ TaskReport #3 Configuration

Folder Analysis

44

Folder Size

demosry.folseclocal

Full Path

~

nelude

Last Access Date Owner

Updated At Folder Name

Y. Show Mora Filters.

Excluded Folder Names

Name Created At
NewFolder 24122025 1202
rest 23122025 131

>O> > > > B> D> > >

23122025 12:48

23.12.2025 12:48

22122025 16:13

2212.2025 16:04

22122025 16:04

2212.2025 16:03

2212.2025 16:03

Updated At

24.12.2025 1202

231220251311

23122025 1249

23122025 1249

23122025 1248

22122025 1604

2222025 1604

22122025 16:04

22122025 16:03

Not Owned Files

Last Access Data

24.12.2025 12:02

23122025131

23122025 12:43

23.12.2025 1248

23122025 12:48

2212.2025 16:04

22.12.202516:04

2212.2025 16:04

2212.2025 16:03

Full Path: Displays the full path.

Subfolders: Lists subfolders.

Owner Username

Owner Full Path
BUILTIN\Administrators \idemosrv.folsec local\Departments\TevfikiNew Folder
BUILTINAdminigtrators \demosnvtolsec localiDepartments\Muhaseitest
BUILTIN Adm localiD \mirps2ialt

\idemosrv.folsecocal\Dapartmants\miras2\alt folder

BUILTINAdministrators \idemosrv.folsec local\Dapartmantsimiras

Exceed 256 Chars: Exceeds 256 characters.

Folder Size: Lists by folder size.

Last Access Date: Lists by last access date.

Owner: Lists by owner.

Created At: Lists by creation date.
Updated At: Lists by last update date.

Folder Name: Lists by folder name.
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4.5 Folder Size Analysis

FolSec Folder Size Analysis menu is used to perform detailed size analysis of folders
according to scan results. The top 5 most used file types within folders are shown graphically;
subfolder sizes, total subfolder, and file counts are made visible.

FR-WIS0 w®can@

© Dashboards v [ File Analysis @ File Duplicate Analysis [ File Action Policy [ Folder Analysis [ESRRSNNIISPIWORISY [ Folder Sizelogs (% TaskReport €8 Configuration

Folder Size Analysis

Path: \\d fol 1D t Top 5 File Extension
v @ demosrvfolseclocal ath: demosrv.folsec local\Department

> [ [0 CEO_Office ~
Folder Owner: FOLSECtevfik Total Sub Folders: 13
>0 Departments
] [) 100_Bin_Fold ize: 35.9; : 50356 ize: .51

>0 in_Folder Total Size: 3592 GB Total Files: 503 Duplicated File Size: 9.51 GB o 0 0 0 =
> IR filesrv2025.folsec.local
> & folsecdc.folseclocal Old Size: 35.92 GB
> W folsecemc.folsec.local .

> & windows2019srv.folsec.local
> 8 windows2022srv.folsec.local

Top 6 Sub Folders [ 2 norresn i Esper ]

Name Tatal Size Total Files Total Subtolders Actions
Finance 0.00 KB o o (]
K Q0o ke a o 0
ine anoKe a 0 o
Management 0.00 KB a o (1]
miras 0.00 KB o o (]

Path: Folder path.

Total Size: Total size.

Total Files: Total files.

Total Sub Folders: Total sub folders.

Duplicate File Size: Duplicate file size.

Top 5 File Extension: Most Popular 5 File Extensions.
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4.6 Folder Size Logs

FolSec Folder Size Logs menu is used to analyze increases and decreases in folder sizes by
comparing with previous scan results.

—
o .
EEh SR SN ALY - )
© Deshboards ~ [ File Analysis (@ File Duplicate Analysis (@ File Action Policy [ Folder Analysis [ Folder Size Analysis [RRCITETT IR ; ToskReport €% Configuration
Folder Size Logs AlTme ~ | [demosretolsecloca o [ rescenn |

Path

Action Typa
Created At o Old Size Hew Size Actions
22.12.2025 19:37 e oc local\Departments|Finance 44183 KB 42673 KB
0L12.2025 14:44 \den c.local\Wiityon_Folder\100_Bin_Folder\10_Bin ase 42168 9,48 G8
28.11.202517:11 demosrv.folsac local\Departments size_decrease 359268 359268
12112025 15:57 353268 353208
07112025 20:13 35,3268 35.32G8
07112025 01:22 31138 KB 30489 KB
07112025 01:22 B48KE 0.00K8
07112025 01-22 353268 353208
22.0.2025 1315 35,36 G8 35.32G8
14.10.2025 20:03 i local\Departments 353268 35.36GB
items por page | 25 25032
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A Created At: Creation Date.
A Path: Folder path.

A Action Type: Action type.
A 0Old Size: Old size.

A New Size: New size.
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5. Anomaly & Detection Analysis

© YouTube: Watch

FolSec Anomaly Detection Analysis Dashboard is designed to present anomaly scenarios
occurring on file servers on a central and holistic screen. Suspicious movements are analyzed
under Suspicious User Activities, User Defined Suspicious Activities, Suspicious Event
Activities, and Suspicious Ransomware Activities headings.

e
: e
FoOLY. =c ca e R E @
[GELEEESEPRV | AncmalyEvents [ General Summary  |if, AuditSummary ) UserRisk Analysis £} Configuration
ANOMALY DASHBOARD ™ L Ti rindows2022srv folsec local
EX Suspicious User Activities E Suspicious Event Activities
Timestamp Range User Event Type Activity Count
e s34 .
. L]
ot .z
- w00
\ w00
#1? User Defined Suspicious Activities
Event Types Accoun t Name Object Name Activity Count
Dot
et s
Dett 8
Dett 8
Dot .
ool 02
Show mora
Suspicious Ransomware Activities
User Event Type Activity Count

https://folsec.com | support@folsec.com


https://folsec.com/
mailto:support@folsec.com
https://www.youtube.com/watch?v=Yj6o_yxpQds

5.1 Anomaly Events

@ YouTube: watch

FolSec Anomaly Events menu is used to view and report anomaly (suspicious) events
detected on file servers. Thanks to advanced filtering options, it can be analyzed in detalil
which day, hour, user, and under which suspicious activity the event occurred.

-
Do Ao
SN SR ~rrr e s
© Dashboards v [V Nl M General Summary a K £ Configurat
Anomaly Events AlTme” v | [wodewiozzssolssciocsl v [ v |
Timestamp Timestomp ‘Anomaly Type Account Hame Object Name Event Type Min Action Action Status Action
From + To Event Details
Count
voaes  cenzes
oo ot ot s0 emi oo ) (o)
ez 1521
e
o2raz0
.
0 i L B =
o220
: s o mat o oo
v2122005
525 . oo 0 = o
o2z ot oty . oo ) (o)
1523
o o D
0 vty 2na i sont [ 5o
oaraznes
82 ' ’ % : =
oz s a0 i snt e )
18:22
nemesarpage (25 v | vesoraano
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Timestamp From: Time when the anomaly event started.
Timestamp To: Time when the anomaly event ended.
Anomaly Type: Anomaly type.

Account Name: Account name.

Object Name: Object name.

Event Type: Event type.

Min. Event Count: Minimum event count.

Action: Action.

Action Status: Action status.

Action Details: Action details.
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5.2 General Summary
@ YouTube: watch

FolSec General Summary screen summarizes data belonging to FolSec's four main
perspectives on a single screen, offering a central view. The top 5 users with the most
authority, event log types and counts based on the selected day filter, and count and size
information of the top 10 file types can be viewed.

ZSecav@
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5.3 Audit Summary

FolSec Audit Summary screen is used to view total counts of audit log records belonging to
file servers managed with FolSec in weekly and monthly periods.

Locac@®

@ Doshboards » [ Anomaly Events [ General Summary [N ARl © UserRisk Analysis B Configuration

Date it
Audit Log Summary ThisMonth [ 2 s [ ERpon = |

December  December  December  December  December  December  December  December  December  December  December  December  December  December  December  December  Decemb Decemb Decem
o 0 o3 o4 o5 o6 o7 o8 o9 0 n 2 3 " 15 6 ” B ]
128 172 B4 20081 148 a0 aaz 185 23 186 180 78 8, 2 a7 B 76 44 48
4 12619 748 an 3 15 1 0 15 5 a 2 [ a 10 4
0 0 0 0 o 0 0 0 0 0 0 [ 0 0
2 [ 0o 2 ] 2 0 0 [ 0 o a
Memsperpage | 200 v | tdofd
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5.4 User Risk Analysis

FolSec User Risk Analysis menu evaluates data such as permission audit, file type, owner,
and file extension belonging to file servers together to detect risky users. As a result of the
analysis, a risk score is assigned to users, showing why this score was generated with
explanations.

User Risk Analysis S, - I & st vt s e comtric |

Top 5 Risky Users User Risk Scores [ = pervess |

© User Risk Elements fismail) maraly Rk Score:0 Fia 500 Orerall Rk Scors: 00
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6. Secure File Share Perspective

FolSec Secure File Share Perspective is designed to manage internal and external file shares
in a secure, traceable, and reportable manner. Shared files and folders; metrics such as disk
usage, file and folder counts, user-based accesses, and file types are viewed centrally.

o
L@@
B = MySpace @ File Share Settings % User & Group Management 52 Eventlogs 8 Configurstion
Disk Usage Total
. File Count: 435
Shared e Coun: 820
I! Folder Count: 7
Sthard Fldor Count 4
o !
2 vseccouns

Upload Count Download Count

20

00
—
User File Summary File Activity
user Totai Foider Count Total i Count Tota Fie Size Fie Hame Downiasd Count
sama 34 s a68nB 5442025000000376 Nl
........... .. 031 k8
Tt Yiduren o ' oo0KE
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6.1 My Space

My Space menu is a central panel offering users the opportunity to securely store and manage
their own files. You can quickly perform the following operations:

ol A ORI - |

rrrrr

B B ® ®
N )
N " B & ® ]

= File Management: View folders in your personal area in a hierarchical
structure, organize documents by type.

= Sharing: Directly share a selected folder or file to make it accessible to other users or
groups.

= Central Control: Track shared items under the "My Shares" tab, manage or
remove access permissions at any time.

« Quick Access: Reach critical data within seconds using the advanced search bar.

6.2 File Share Settings

| 52
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This menu is the central management area where you determine system-wide file upload
and sharing policies. It offers controls to ensure data security and optimize storage
resources:

= Upload Settings: Configure file types and capacities users can upload to the system.

= Allowed File Extensions: Minimize malware risk by allowing only secure file formats
(e.g., .pdf,
.docx).

= User-Based Quota Management: Define a maximum storage limit in GB for each user.

« Set Defaults: Quickly revert configurations to standard system settings.

s
Fo-YIsn L@ ae@

My Space @ 5% Usec & GroupMenagement 85 Eventlogs & Configuratior

File Share Settings

6.3 User and Group Management
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This panel allows you to centrally manage user accesses and authorities in the file sharing
system.

I v D I I > D

FOLSEC

User: User.

Full Name: Fullname.
OU: OrganizationalUnit.
Type: Type.

Status: Status.

Role: Role.

Licensed: License status.

©Pcan@
- o
o
o [ owsies “
e = L o} = @
= = = “
= = 4

2FA enabled: Two-factor authentication status.
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6.4 Event Logs

This panel is the audit area where all user and system movements on the file sharing
system are monitored in real-time.

Detailed Tracking: View which user performed activities such as File Upload
and when.

Advanced Filtering:  Quickly access specific records by searching based on
date range, event type, object name, or user.

Security and Compliance: Support data security audit processes by recording
all file activity movements.

Instant Monitoring: | nstantly | ist current | ogs
Source IP: Source IP.

User: User.

Category: Category.

Event Type: Event type.

Object Name: Object name.

Object Type: Object type.

Destination Account Name: Target account name.

Description: Description.
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