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Problem: File Server Risks
Modern enterprises face critical challenges in data governance

STATUS: CRITICAL

Permission Chaos

Excessive NTFS permissions and "privilege 

creep" create unknown access paths, leaving 

sensitive data exposed to unauthorized users.

Zero Visibility

Blind spots regarding who accessed, moved, 

or deleted critical files create significant 

compliance gaps and hinder forensic 

investigations.

Data Leakage

Unmanaged internal shares and external links 

lead to unintentional data exposure, bypassing 

security policies and DLP controls.

Storage Waste

Duplicate files, stale data, and unmanaged file 

types (like personal media) inflate storage costs 

and complicate backup windows.

Ransomware Attacks

Mass encryption over SMB creates 

immediate operational paralysis. Without 

robust behavioral detection, file servers can 

be crippled within minutes, leading to data 
loss and costly downtime.

CryptoLocker.exe

Threat Level: ELEVATED



PLATFORM ARCHITECTURE

5 Core Modules
FolSec unifies permissions, monitoring, and threat detection for Windows Server 

environments into a single integrated platform.

MOD_01

Permission Management

Centralized NTFS permission reporting and control. 

Audit, modify, and back up access rights across 

your entire hierarchy.

MOD_02

Audit & Monitoring

Detailed real-time tracking of user and file activity. 

Know exactly who accessed what, when, and from 

where.

MOD_03

File Type Analysis

Deep storage analysis. Categorize files by extension, 

locate duplicates, and manage data lifecycle effectively.

MOD_04

Anomaly & Threat Detection

Instant detection of ransomware patterns and 

suspicious behavior (e.g., mass deletions) with 

automated response.

MOD_05

Secure File Sharing

Control internal and external sharing with time limits, 

granular access controls, and comprehensive sharing 

logs.



MODULE 01

Permission 
Management
(NTFS)

CORE GOVERNANCE

Prevent Unauthorized Changes

Eliminate Broken Inheritance

Simplify Compliance Audits

KEY CAPABILITIES

Permission Reporting

Generate detailed analyses of user- and folder-based NTFS 

permissions; visualize effective access instantly.

Permission Management

Safely add, copy, move, and remove permissions across the hierarchy; bulk-

edit ACLs without breaking inheritance.

Backup & Restore

Snapshot permission states before changes; roll back to previous 

configurations immediately if errors occur.

Access Request Workflow

Users request folder access through a portal; data owners approve or deny 

with an optimized approval workflow.

AD Group Management

Create, modify, and delete Active Directory security groups directly from the 

console to keep security centralized.



LOG ANALYTICS

Audit & 
Monitoring

Capture every interaction in your file server 

ecosystem. FolSec turns raw logs into 

actionable intelligence for security and 

compliance.

Complete Audit Trail (Who, What, 
When)

Process ID (e.g. cmd.exe vs 
winword.exe)

Real-time Alerts for Suspicious Activity

Login Times & Session Durations

FolSec Event Monitor LIVE STREAM

TOTAL EVENTS (24H)

142,893

CRITICAL ALERTS

2

ACTIVE SESSIONS

68

Time
User / 

Process
Action Path Status

14:02:45
J.Doe 

cmd.exe
MASS_DELETE \\FS01\Finance\2024\ BLOCKED

14:01:22
M.Smith 

explorer.exe
ACCESS_DENIED \\FS01\HR\Confidential\ LOGGED

14:00:05
SYSTEM 

service.exe
BACKUP_START \\FS01\Global\Backups\ SUCCESS

13:58:12
L.Wang 

winword.exe
FILE_READ \\FS01\Projects\Q1_Plan.docx ALLOWED

13:58:10
K.Miller 

excel.exe
FILE_WRITE \\FS01\Sales\Report.xlsx ALLOWED



MODULE 03
Storage Composition

File Type Analysis
Content & Lifecycle

Analyze your file server’s DNA. Identify what consumes space 

and why; convert unmanaged storage into structured assets 
through deep content inspection.

Extension Reporting

Identify dominant file types 

consuming premium storage 

tiers.

Smart Categorization

Auto-classify into Business, 

Media, Backup, and System 

groups.

Waste Reduction

Instantly detect empty 

folders, 0-byte files, and 

duplicates.

Lifecycle Operations

Archive or delete files based 

on age, owner, and access 

time.

Scan Complete: 10:42 AM

OPTIMIZATION OPPORTUNITIES 4.0 TB POTENTIAL SAVINGS

Duplicate Files 1.2 TB (15%)

Stale Data (>3 Years) 2.8 TB (32%)



MODULE 04

Anomaly & Threat 

Detection

FolSec doesn’t just log; it responds. Advanced 

heuristics identify and neutralize threats like 

ransomware before data loss occurs.

Ransomware Patterns

Recognizes known attack vectors including rapid 

rename, encryption, and delete sequences.

Rate Controls

Velocity checks (e.g., >100 ops/min) instantly flag 

compromised accounts or malicious insiders.

Critical Folder Watch

Set up "Honey-pots" or strict monitoring for sensitive 

directories like Finance or HR.

LIVE THRESHOLD MONITOR Source: User\J.Doe

THRESHOLD EXCEEDED

AUTOMATED DEFENSE WORKFLOW

Response Time: 0.04s

Alert Sent to Administrators EMAIL SIEM

Trigger

Anomalous spike in 

file operations

Analyze

Behavioral match 

against threat 

models

FolSec Engine

Protect

Disable User

Kill SMB Session



MODULE 05

Secure File 
Sharing
(Governed Collaboration)

CORE GOVERNANCE

Stop Uncontrolled Distribution

Prevent Shadow IT

Secure External Links

KEY CAPABILITIES

Access-Controlled Sharing

Precisely define who can access specific files. Replace risky email 

attachments with managed, tracked links.

Time-Limited Access

Set automatic expiration for shared links. Ensure temporary access stays 

temporary and reduce exposure.

Sharing Audit Logs

Maintain a complete audit trail of what was shared, with whom, and exactly 

when it was accessed.

User-Based Management

Users create unique share links that strictly respect underlying NTFS 

permissions and security policies.



VALUE PROPOSITION

Benefits and ROI SYSTEM_STATUS:OPTIMIZED OPEX_SAVINGS:DETECTED RISK_LEVEL: MINIMAL

Security (Risk Reduction)

Proactively blocks unauthorized access 

attempts and stops active threats like 

ransomware instantly before damage occurs.

IMPACT ZERO TRUST

Compliance (Audit-Ready)

Provides immutable audit trails and evidence for 

GDPR/KVKK and ISO 27001 controls, ensuring 

you are always audit-ready.

IMPACT 100% COMPLIANT

Operations (Efficiency)

Automates manual tasks like access 

requests and reporting, significantly 

reducing IT helpdesk workload and 

response times.

IMPACT AUTOMATED

Cost (Reduced Waste)

Identifies and cleans duplicates, stale data, and 

unused files to lower storage hardware costs and 

backup footprints.

IMPACT REDUCED WASTE

Visibility (Full Insight)

Provides end-to-end full visibility across the file 

server ecosystem, eliminating blind spots in data 

access and usage.

IMPACT FULL INSIGHT



ECOSYSTEM INTEGRATION

Architecture — Centralized Management
Full Visibility • Central Control • Seamless Integration

MANAGEMENT NODEAdmin Console

Web Management UI



INFRASTRUCTURE

VCPU RAM

STORAGE NETWORK

VCPU RAM

STORAGE DOMAIN

Service Account & Authorization

Technical Requirements Minimum Specifications

Supported OS (Target): Server 2016 Server 2019 Server 2022 Server 2025

FolSec Appliance ISO Provided

8 Cores 24 GB

Recommended Min.

300 GB

SSD Recommended

1 Gbps

Static IP Required

Management Node Windows Server

8 Cores 16 GB

Recommended Min.

100 GB

SSD Recommended

Joined

Active Directory

Active Directory Scope

Must be a member of "Account Operators" group. Requires Read Access to OUs 

containing user/group objects.

File Server Access

Standard: Local Admin Group member.Minimum: Read Data, Read 

Permissions, Change Permissions.



COMMERCIAL

Subscription Model

Pricing Basis

sales@folsec.com

Licensing Model & Packaging FOLSEC // COMMERCIAL // v2025.12

FolSec operates on a flexible Rental / Subscription basis 

rather than perpetual licensing. Terms: 1-Year or 3-Year 

options available to align with budget cycles.

Cost is primarily driven by Total Active User Count. File server 

count is calculated, but the server cost component is nominal 

compared to user licensing.

OPTIONAL ADD-ON

Secure File Sharing

Licensed separately.

Provides granular control for 

internal & external sharing 

capabilities.

For enterprise quotes and volume discounts, please contact our sales team.

CORE PLATFORM

Base Package

NTFS Permission Management

Access Audit & Monitoring

File Type Analysis

Anomaly Detection

Includes 4 Integrated Modules



FEATURE FOCUS

NTFS Permission Management
Visualize effective permissions, detect broken inheritance, and manage ACLs 

without complexity.

\\FS01\Finance\Confidential\Budgets

FS01

Engineering

Finance

Invoices

Confidential

Budgets

HR

Marketing

Access Control List (ACL)

Effective Permissions Analysis

Refresh Add User

PRINCIPAL ACCESS TYPE APPLIES TO INHERITED ACTION

Finance_Admins Full Control This folder & subfolders Yes

Finance_Users Modify This folder only Yes

J.Doe (CFO) Full Control Files only No

Domain Users Read Only This folder & subfolders Yes

Inheritance is currently enabled for this object. Permissions from parent folder "\Finance" are propagating.

Edit ACLs Safely



LIVE MONITORING

Access Audit & Monitoring
Real-time tracking of every file interaction with granular log analytics and 

alerting.

FolSec Audit Console - Live Stream Live

Search logs (user, path, event)... All Events Alerts Denied Export

TIME USER ACTION PATH STATUS

14:02:45 J.Doe MASS_DELETE \\FS01\Finance\2024\Budgets Blocked

14:02:42 M.Smith FILE_READ \\FS01\HR\Policies\Leave_Policy.pdf Success

14:01:22 M.Smith
PERM_CHANG

E
\\FS01\HR\Confidential\Salary Denied

14:01:15 Admin_Svc FILE_WRITE \\FS01\IT\Logs\System_Check.log Success

14:00:05 SYSTEM BACKUP_START \\FS01\Global\Archive\Daily_01 Success

13:58:12 R.Johnson FILE_MOVE \\FS01\Marketing\Q4_Campaign -> Archive Success

Threat Detected



MODULE 03 FOCUS

File Type & Storage Analysis
Visualize storage consumption, identify redundant data, and optimize disk usage 

with automated categorization.

FolSec Management Console > Analysis > Storage Reports

GOVERNANCE

Permissions

Access Requests

ANALYTICS

Dashboard

File Analysis

By Extension

By Owner

Waste Detection

SECURITY

Audit Logs

Alerts

Total Storage Used

4.2 TB

Total Files

1,842,931

Redundant Data

850 GB

Storage by Category Vol: Data (D:) Optimization Opportunities View All

Duplicate Files

24,501 items found

320 GB

Clean Up

Stale Data (>3 Yrs)

Last access > 1095 days

1.8 TB

Archive

System / Temp Files

.tmp, .dmp, .log

45 GB

Delete

One-Click Cleanup



MODULE 04

Anomaly & Threat Detection
Automated response engine that detects ransomware patterns and mass-

deletion events in milliseconds.

FOLSEC PROTECTION ENGINE // DASHBOARD

Live Monitor

Threat History

Thresholds

User Policies

Settings

OPS / SECOND

1,420
Peak detected

ACTIVE THREATS

1
Ransomware Pattern

RESPONSE TIME

0.04s
Auto-Block Active

File Operation Velocity (Ops/ms) Live Stream

Now Ransomware Pattern Detected (Mass Rename) J.Doe BLOCKED

5m ago Abnormal Access Volume (Finance Share) T.Admin FLAGGED

12m ago Policy Update: Thresholds Adjusted System Logged

Threat Blocked



MODULE 05

Secure File Sharing
Share files internally and externally with automatic expiration, password 

protection, and full audit trails.

https://portal.folsec.com/manage/shares

Active Shares

History

Blocked

SOURCES

FS01

FS02

Q4_Financial_Report.pdf

\\FS01\Finance\Reports\2025
Active

External Access Link

https://share.folsec.com/l/8x92k

Password Protection

Security Policy

Auto-Expiration

Expires in 23 hours

Allow Download

View-only mode enabled

Recent Access Activity

10:42 AM Viewed by external_auditor@kpmg.com IP: 203.0.113.45

09:15 AM Link created by J.Doe (Finance) Internal

Time-Limited Access



Enterprise Grade Security

Ready to secure 

your data 
infrastructure?
Gain complete visibility and control with unified NTFS 

permissions, audit logging, anomaly detection, and secure 
sharing.

Audit-Ready Compliance Ransomware Protection

Storage Optimization Zero Trust Access

2026 FolSec Inc. All rights reserved. "100% Control Over Your File Server"

CALL US

+90 533 215 73 95

EMAIL SALES

sales@folsec.com

VISIT WEBSITE

folsec.com
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